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Introduction to Galactica.com

We are here to give meaning to and enable utility
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Introduction to Galactica.com

All the core identity use cases emanate
from the notion of Web3 Reputation

Universal
Basic Income

Real World
Asset Rails

Reputation
Augmented DeFi

Undercollate-
ralized Loans

Social Account
Recovery



Introduction to Galactica.com

n order to understand Web3
Reputation we first need to define
Web3 Identity a.k.a. Soul

— One way to do it is that Identity is just a set
of data points generated by an individual
as a byproduct of one’s online activity

Your Web?2 Data

® Galactica.com enables users to encrypt, on-ramp and anonymize data points generated in web2
and web3 alike to form private persistent identities - the digital shadows of real people.




Introduction to Galactica.com
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Real World
Asset Rails

S0 how,
what is Web3 Rep

— Reputation is a toolbox enabling the utility
for Web3 |dentities - i.e. making them
functional on a public blockchain. Universal

Basic Income

Aftendion Econanmy

Augmented DeFi




Introduction to Galactica.com

Programmability

Web3
ldentity Stack

S a set of technological and

@

v

=
economic primitives making | | | .
) ) Depending on the architecture, other mixes are Human bound accounts and ZK maximize for both,
Web3 de ﬂtlty p ’aCUCal possible, yet none maximizes both FHE makes it computationally attainable
. e e . g Privacy
—l.e giving It utility

M

In short, Web3 Identity Stack
enables the use of Web3 Reputation.

The universe of use-cases it e Standard public blockchains allow for some privacy One-time addresses and encrypted state allows for full
IS known as DeSoc. and some verifiability privacy and no verifiability




Introduction to Galactica.com

/ Galactica.com is the Identity stack

k — set of technologies to instill meaning
and utility into Web3 Identities.

Galactica.com is Web3's ultimate FHE-powered Identity Layer. Our protocol stack enables concepts far
beyond Proofs of Humanity — robust reputation and private data use-cases from DeSoc to user-centric
dApp design. It eliminates the gap between off-chain and on-chain identities.
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Introduction to Galactica.com

Co-founded by

SwissBorg.com

EU reqgulated brokerage firm and one of the larger crypto communities of over

800k KYC'ed users and $1b+ AUM is at the forefront of the identity revolution
Galactica.com enables.
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Tech stack overview

Let's start with private data

Private data is what defines Web3 Identity. It is a link between hashes and souls.

Anonymous Address (Hash) Encrypted Identity (Soul)




3 ﬂ Tech stack overview

We are turning hashes into souls using

Guardians zkCertificates Reputation Root Contract Contingent Transactions

Encrypt & Onramp Store and make private Compute and verify Enable others to use it




Tech stack overview

Guardians

Encrypt & Onramp
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3 that serve the purpose of on-ramping data
on-chain In a privacy preserving manner.

Data originates, is submitted and verified off-chain. Guardians
then issue an on-chain verification hash.

Guardians cannot associate on-chain activity and off-chain
records they hold.




Tech stack overview

zkCertificates| pt1

Store and make private

® Wrap Data in Encrypted
zkCertificates

What are zkCertificates:

+ On-chain attestations for personal data

+ Allow verifying ZK statements about that data

B :«Certificate E.g. >18 years old and from a non-sanctioned
country without disclosing birthday, name
or address or >1m followers in twitter



zkCertificates

- Financial
« Guardian

Tech stack overview

S On-chain address
- as un-linked
commitment hash

" Education

+ Guardian
KYC fo;;l;aﬂg;:‘fﬁ
Guardian | {Documents)
_ Legal
+ Guardian
KYC zkCertificate
Minted

This technology aims to balance the regulatory requirements
for Anti-Money Laundering (AML) and Counter-Terrorist
Financing (CTF) with the privacy and security needs of users
In decentralized environments.

[ 1

KYC Portal

T T
Lommitmant hash request

YOUR WALLET
KYC Constitution
Proof Signature

Core Stack Explained

However, zKKYC is just a specific use-case of zkCertificates.
They can be used for other instances:

» Social media verification (Twitter followers count)
« Credentials (Proof of user having certain diploma)



Tech stack overview

[zkCertificates] pt.2

Store and make private

However ZK stack alone is not enough. Reputation slashing is a critically

important idea for many use-cases where a user needs to prove
absence of adverse behavior, such as private credit ratings.

ZK proofs leak data and allow for profiling. The only solution is to enable
onhe-time accounts to split user activity and user data across many
addresses. But then slashing reputation becomes highly non-trivial.

This causes the trilemma:

+ Sacrifice Verifiability and lose reputation slashing mechanisms
and all its use-cases like undercollateralized lending;

+ Sacrifice Privacy and allow for eventual profiling of user
activity;

+ Sacrifice user expirience by forcing user side generation Ux
of £1 GB proofs for some use-cases.

Up until recently, there has been no way of solving for all three.
Now there is.

VERIFIABILITY



Tech stack overview

IFHE] pt.3
Store and make private
PF{IVACY.

Integration of Zama'’s thEVM
can solve this trilemma: & f

+ Integration into CosmosSDK infrastructure o A \
with EVM smart contracts o e

+ Confidential reputation processing on-chain ~ S ‘
£ A

+ Moving compute effort to validators Yoks) FI I E - G

+ Maintaining privacy

+ Programmable behavior in smart contracts

UX . VERIFIABILITY
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https://www.zama.ai/

Tech stack overview
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Compute and verify
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It is essentially an indexer of on-chain
activity that computes certain user-defined
reputation functions.

...................
..........................

..........................

||||||||||||||||||||||

Essentially, RRC allows users to compute arbitrary functions
over the data points they have encrypted and on-ramped.
This effectively tokenizes private user data.

This design allows for native protocol usage and robust
economics around compute costs of reputation, an approach
significantly more robust than using oracles or smart contracts.




Tech stack overview

Contingent Transactions

Enable others to use it

The output of RRC is then used by dApps
to fine tune the experience for the user.
The mechanism through which they do
so is called Contenginent Transactions.

Contingent Transactions enable apps building on Galactica
to create dynamic whitelisting rules where the outcome of a
transaction depends on the Reputation Score of the user (e.g.
lower collateral rates for reputable users).
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genesis of user-centric experience in dApp design.
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Tech stack overview

CYPHER BOOK
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CypherBook is the interface to zkCertificates
that store individual user private data. Only the

user can access one's CypherBook.
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Web3 Is trans

Tech stack overview

TLDR Galactica.com Protocol Logic

Data from both We

‘erred

accumulated

N2 &

and

n users
Cypher Book (Passport)

IK

zkCertificates are private data silos that
allow one to encrypt and on-ramp any off/
Cross-chain data, securely store it ana
generate selective disclosures thereof

FHE-powered Reputation Root Contract
allows to privately compute aynamic
reputation functions over the encrypted
data contained in the CypherBook
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dApps are able to
differentiate their service
offering depending on
users reputation

(e.g provide <100% loan if users reputation is >= X)
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Your Web?2 Data

Social

. G Finance

On-ramp Data
via Oracles

Putting it all together

Galactica.com protocol design s i

Cypher State

Form Data into Your On-
chain Identity

Store and make br'ivate

[Contingent Transacti

Enable others tﬁ useit
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[Guardians]

Encrypt & Onramp

iﬁ;ﬁfj{ :L;EHG vpted Real Worl
s Asset Rails
social Account
Recovery
S
-
Hyper Targeted
HEDU*E“{JH Attention Econormy
Augmented DeFi
RRC s _
Universal
Basic Income
[Reputation Root Contract]
. Data Soverelgnty
Compute and verify &Monetization

Undercollate-
ralized Loans
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are by now case-studies




Our achievements and plan

9 GALACTICA & GALACTICA

Galactica Network
and Svi®isBorg:

A New Era in zkKYC
Technology

zkKYC w/ Swissborg 2KKYC wi Swissborg



https://www.youtube.com/watch?v=sk9n2wNl7vg

Our achievements and plan

zkKYC at a Glance:

Redefining Regtech Landscape

Inspired by series of articles published by a16z and MME case study Galactica.com aims to
implement a solution for an everlasting conundrum - a balance between privacy and compliance.

Core Concept: How it Works:

» Zero-Knowledge Know Your Customer @ KYC Guardians, ranked by reputation, issue KYC
(zkKYC) uses zero-knowledge proofs to verify Records using new or existing data.
identities without exposing personal data.
» KYC Process:

Balances AML/CTF regulations with user « Hash added to blockchain as a Merkle leaf:.

privacy In decentralized environments. | |
e ENcrypted data sent to user's macnineg,

zkKYC is a form of zkCertificate designed stored In a non-custodial wallet.

to enable compliant privac
P & Y @  Users provide ZK Proofs for verification without

revealing data.



https://a16zcrypto.com/posts/article/privacy-protecting-regulatory-solutions-using-zero-knowledge-proofs-full-paper/
https://a16zcrypto.com/posts/article/privacy-protecting-regulatory-solutions-using-zero-knowledge-proofs-full-paper/

-
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| - Our achievements and plan

Key Features
and Purpose of zkKYC

. Generating private Commitment Hash,
Key Features: please watt..

)

« Galactica.com deploys a zero-knowledge KYC (zkKYC) technological stack, GENERATE & STANRYYC
partnering with a regulated financial institution, SwissBorg.

« This marks the first production zkKYC integration between a permissionless
blockchain protocol and a regulated financial institution.

« (Galactica’s custom MetaMask Snap, the ‘Galactica ZK Vault, enables secure
personal data management and storage.

« Enables off-chain proving of conditions without revealing data. GALALITGA
« Protects user privacy by unlinking KYC data from on-chain activity.

« Authorized decryption for verified suspicious activity. KYC SBT

Purpose and Vision:

« Provides a digital, sovereign, compliant identity for financial and social services. Active v Level1 01.02.2028

« Single KYC usable across multiple dApps; Guardians ranked by reputation
ensure safe service.




Our achievements and plan

Use Cases of zkKYC

DeFi and Beyond: Off-Chain Use Cases:

+ Enables identity verification for DeFi protocols, DEXs, token + Confirms age for accessing restricted content without
sales, and DAO participation. revealing birthdate.

+ Automates KYC, reduces costs, and prevents fraud using + Verifies eligibility for services like online gambling while
zero-knowledge proofs. maintaining privacy.

+ Robust zkKYC system enables decentralized markets + Facilitates secure transactions and asset exchanges with
around regulated financial instruments. verified identities in gaming and the metaverse.

More can info can be found here: galacticacom/zkkyc tech specification.pdf

29 /48


https://galactica.com/zkkyc_tech_specification.pdf
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Meet CT.com
— the ultimate
launchpad for
the influencer
economy

Powered by FHE and ZKP, CT.com
IS a new chapter in SocialFi and
DeSoc.

30 /48

Our achievements and plan
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Our achievements and plan

. The problems of businesses largely stem
from the same sources

=

Hard to differentiate between great researchers, HQ content
creators and 'passengers' who are there to use their largely fake
audience as exit liquidity;

Is there any real way to score engagement? [hereis, but it's
circumstantial and good diligence takes a lot of resources;

How can one evaluate that influencer's activities drive core e
metrics for project's success. \Well, referral links.. Right?

o) 8 <

How to align incentives without destroying project's economics.
s it through KOL round? Right?

®

31 /48
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Introduc 110 Galactica.com

How does it work?

Galactica.com provides tech stack
(FHE & ZKPs) which enables to ensure
privacy while aligning influencer
reputation with project allocations

INFLUENCER

‘ CYPHERBOOK |

| i COMMECT METAMASE

A

=art Il

ITaTe sl s teTe fae B alal el
lech stack overview

Anyone can create a private profile attaching one's
social profiles and web3 addresses carrying all
sorts of on-chain metrics.

These data always remains private - it's
encrypted on the device and never makes it's way
elsewhere,

For every IDO a project comes up with a function
that relates social or on-chain contributions to the
FDV and allocations sizes.

32 /48

Our achievements and plan

An influencer creates a proof of the function score
using FHE cryptography. The score defines the
allocation price, size, etc.

What we get is a meritocratic captable where the
worthy ones are rewarded the most. Others - not
SO much.




Our achievements and plan

But why has nobody done it before?

Why is Web3 Reputation Still Missing? What Are We Losing Out On?

< Computational limitation + Social capital
Lack of privacy & verifiability + Sybil Resistance
Composability + Meaningful governance (not 1T1V model)
Real-time updates * Reputation Augmented DeFi
Expressive Functional form + Merit based distribution

Necessity to rely on centralized surrogates + DeSoc & SocialFi primitives

Enabling Web3 Reputation requires solving the Trilemma.
Galactica.com is uniquely positioned to do so.




PRODUCT TECH

GOVERNANCE

Our achievements and plan

Roadmap

Q2/Q3 2024 Q3/Q4 2024

Core Network Protocol & Cryptography
(incl. zkCertificates and Guardian Infrastructure)

Web 3.0 Identity Stack

KYC Guardians

Data Guardians

Airdrop & UBI implementation

« CypherBook (Passport w/o GNC)
* Project SkillWheel
« GNC

Proto Governance Phase 1

. Web3 Identity Stack

Q4-24/Q1-25 2025

Mainnet Deploy
Reputation Root Infra Deploy » Project SCADI Complete
Contingent TXs Deploy

Rolling Souldrop (UBI) « NomadFi Infrastructure
FHE Node Integration + Galactica AppStore
Compliant Privacy pilots » Undercollateralized Lending dApp

Proto Governance Phase 2 Proto Governance Phase 3
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Our achievements and plan

Team

Mark
Co-Founder

Linkedin: https:fwwwlinkedin.comyin/
bergermark/

Dave (Citizen42)
Growth Manager

Marketing and growth in crypto 3y
Twitter

Anh
Blockchain Engineer

MSc Computer Science
4 yvears in blockchain development

Anton
Graphics Designer
10 years of UI/UX Graphics Design

Mike Sarvodaya
Co-Founder

Iwitter: hitps:#twitter.com/
Sarvodaya _gala

Alex K
Backend Developer

10 years of backend development
Golang, C++, Rust

Mike P.

DevOps Engineer

MSc Information Security
16 years of experience as DevOps

Alex
Human Resources

BSc Governance & Administration

3 years of experience as an HR manager

35 /48

Alex
Chief Growth Officer

Linkedin
Twitter

Denis
Backend Developer

MSc Computer Science
17 years of backend development

Jane
Frontend Developer

MSc Information Security
16 yvears of experience as DevOps

Jami
Senior Content Manager

Linkedin
Twitter

Fred
Blockchain Engineer

MSc Computer Science
2 in blockchain development

Mike T.

Product Manager

8 years of project/product management
experience, 5 years in the digital assets space
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zkCertificates

- e On-chain address - — - I
R L as un-linked ' YOUR WALLET
3 commitment hash KYC Portal [
- Education - 3 '
+ Guardian i \ Commitment hash request ' / B,
: 1 | _ ) “x.l ' KYC  Constitution O e Sy
" Financial ‘-_ KYC r Dﬁ;{ch.‘?‘:gsl':‘l’ﬂ - . Proof Signature I;*' ); \ X.»
- Guardian - Guardian = Uy i /N )
; - . (Documents) . e b
User ! SO ot
| zk G i 9 III :5('\
" L ] | f__.*’“f MM
E i % J IIL .-"'; ‘\M—
+  Legal - i M
+ Guardian y '
k % -, KYC zkCertificate |
. e Minted ol Q .
This technology aims to balance the regulatory requirements However, zkKYC is just a specific use-case of zkCertificates.
for Anti-Money Laundering (AML) and Counter-Terrorist They can be used for other instances:
Financing (CTF) with the privacy and security needs of users « Social media verification (Twitter followers count)
in decentralized environments.  Credentials (Proof of user having certain diploma)

More can info can be found here: galactica.com/zkkyc tech specification.pdf




Name

Unirep

Orange

Quadrata

Privado ID

Type

Reputation

Reputation

idantity

identity

Website

hittps:{
abBout. unirap sacial’

hitps:!}
wWiwwW.orangeprotaco
Lioy

hitps:{
guadrata.comy

hitps.privaca.acd!

Twitter

hittpes:{fbwvitier.com)
UniFef Protocol?
s=70

htps:/twitter.com)

DrangeProtocol?
5=

hitps:/fwitter.com/
Luadratakatwork

hitps:.com,
PrivadalD

Followers

11k

12.6K

8.9K

31.6k

Docs

hittps:f
denvalaper.unmapua
docsiwelcome

hitps:
docs.orangaprofoco
Jojaverienw

hitps.!

docs. quadratascomy
integration/
introdiuctiony
niroduction=-1o-
guadrata

hittps:f

docs. privado.idf

Github

https:{igithub.com/
Unirep

hitps:/faithub.comy
Luadratakaiwork

hitips:/|
guthub.comy'CudPalyg
anlD

Competitive Analysis

Description

LiniRap s an ancrymous data attestation protocol, providing deselapars with a pre-bullt, sudited systam 1o create 2K applications
that agsaciate data Wwith anormymous LSers.

Protocol manages wser data through anomymous identifiers, known as epoch keys, which promotes non-custodial applications that

dan't hold wser data.
UiniRep expands tha concept of reputation o include user preferences, acthvities, alignments, and ownershio.

It prewides a foundation for developing customized 2k apps, offering private data storage, extensible proofs, and trustless
interoparability without amy forcad data sharing.

Attesters i the appbcation laar can custamiz2a and manage user data, theraby providing accountatility.

The ultimate aim of UriRep ks to empower developers to bulld secure apps white ensuring comprehensive user privacy.

Drange Protocol is a reputation and trust minting protocal, designed o consalidate an-chain data from muftiple decantralizsd
applications.

The protocol generates reputation proofs, Verifiable Credentials, and NFTs by considering varous data points. Thasa data points
include an-chaln transactions, asset balances, smart contract interactions, In-app data, reviews, social network profiles, loT data,
andl ficancial informatian.

Orange Protocol primanty sanves bwo audiences: dApp bulders and Walad citizans.

Far dApp bulkdars, the pratocal providas ha ability 1o wse existing modets or configune thair oam, Integrate raputation inta DAD
gystams, and rewsand commmunety members with raputation-basad MFTS.

For Web3 citizens, the protocol allows them o manage thealr reputations, link on-chaln and off-chain data to their DIDs, and
participsate in campalgns to claim reputation MNETS.

Luadrata Weabd Passpart 15 a pivacy-presendng, sybil-rasistant technolodgy that aims to boang dantity, compliance, and raputation
b Dvyops Bult on pubdic Bloskchalns.

The Quadrata Passport is issued as a non-transferrable NFT.

Thera are following attributes of Quadrata Passport: amaount of wallets, country, AML risk score, on-chain reputation.

Privada ID s an identity infrastructure based on self-sovereign identity principles, aimed at establishing trusted relationships
batwean applications and ussrs,

It enables crganizations 1o issue WCs about usars, which can be verified using tools in the 551 ecosystam.

lsers can prove thelr identity withaut revealing private information through zere-knowledge proofs.

The cora concepts are Variflable Credentlals, Idertity Holder. lssuar, and Verifler, forming a "Triangle of Trust”

Privado ID's achievemants include privacy through ZKPs, aff-chain and an-chain verification oplions, self-soveraignty, and
trarsitive trust

Privada ID includas additional tooks such as the Wallet SR Issuer Mode. Varlfier SDE, and J5 SDK 1o support developers in
ntedratireg decantralizad dentity solutions ito thar applcatans.

The Schema Builder and GQuery Bullder tocls further streamiline the creaticn and managemeant of credential schemas and
varification guerias.

Privado ID operates on any EVi-compatible blockehain and supports interoperability, making it sultable for a wide range of Web3
applications.

Privada ID s an open-source project, frea to use, with plans to generate revenue through additional services and mfrastructure
support.

Privacy
Approach

ZK

Encryption {nal
erralgh info)

Flans o use K in
thwa future

"Cata Encryption

ZK

Sybil Res.
Approach

KYC

"KYC, AMIL checks

befora 1ssuing SBTT

ZKKYC

Status

Live

Live

Live



Name

Galxe

Disco

Humanode

Holonym

WorldCoin

Silent
Protocol

ENS

Type

Identity

identity

Privacy

Privacy

identity

Compliance

Idantity

Website

hilps:iigale.comy

hitps:{

app.discosyz)

hitps:/ihumanada.o

hitps:|
v ol oLl

htps/
worldealnuorg/find-
orty

hitps:}
slentprotocol.ang/

hitps:/ens.somanns

Twitter

hitps:{twitler.com)/

Galos

hitps:fwitter.com/

OESCONYE

hittpos: I hwitles.com)

hiamanode_io

hitps:f
twatter.comytnHok

nyrm

hitps:Mwitter.com/
wiarldaoin

|'|11[.'.|S:.'.'1'-'-.'i|1|!Ef.EI'_'lI'I'I|'
slenidan Y5=20

hitps:fwitter.com/
aredomains fs=20

Followers

1.4M

16.4k

197K

ok

388.3k

14.3k

264k

Docs

hitps./
docs.gabe.com)

|'|'.‘5:I' Sl
docs.disco. xyz/
dsco-docs

hitps:y
gilbook.humarocke |
ofdocs

hitps.//
dacs. halonymuid)
mntreduchionyprivata-

credentials

hitps:|
dacs.warldeorueng

hitps.y
docs.ens.domalns!

Github

hitps./{aithub.com/
GabeHQ

hitps:/faithub.comy
OESCONYE

https:fgithub.sam)
hiumanode-network

hitps:/igithub.comy

opssanta

hitps./{github.com/
wiarldcoinfidkit-js

hitps:/iaithub.oomy
EMEanmEns

Description

¢ Minting of participation SET based on offchain snapshot, we already do this but better with verification SBT based directly an
anchaln data.

» Llzer usage data is submitted by a network of curators and exposed onchain through Gabe oracle. If we integrate Gabae into
Galactica, this can be a way to allow reputation computation from offchain data

+ Disco ls a platform focused on reforming intemet data and identity management which is currently contralled by thisd-party
COMpanias.

« Works like a Data Backpack which stores information about a user (identifier cards Bcenses, aducation certificatas).
» The information can ba seen only with a user's permission.

« [Disco uses Ceramic 1o store tha data.

» Humanmode is a cryplo-blomalnic blockehain powerad by people and is designed to address tha Sybil resistancs issue with use of
privata biomeatncs.

¢ Unigue features of Humanode include blometric Sybil resistance, self-soversignty for users aver thelr digital identities, privacy-
presaning capabilites, psaudormymity, Inaienatility, easy intagraticn Into existing protocols, and democralic Sccess.

» All nodes are biometricaly verified.

= Holormm |5 a privacy-presending identity protocal that usas ZKPs.

» Holomym serves as a private credential systemn that simplifies the process of presenving privacy far both on-chaln and off-chain
idertity varification.

e The protocal ensures that the party Bsuing cradantials (ke a KYC providen) cannot determing tha uwser's wallet addrass,

+ Woarldeoin ks a digital identification platform that aims to provide each person on earth with a way ta verify that they are a real
hiurran and not a bat ar an Al agorthr

+ The heart of the platform i World 1D, which enable users to verlfy their humanness online while malntaining their privacy. "Proof of

Parsonhood” i5 created by an ins-scanning devica called the Orb.
= A users Workd 1D resides exclusvaly in ther device via an dentity swallet e thea Warld App.

« Whenever proving unigueness, the Workd app creates a ZKP, showing knowledge of an identity commitmeant’s secrat withaout
disclosing which cne.

» One of the potential use cases of Warld D |5 wealth destrubtion a.g. UBL

» Shant Protoool |s a full stack privacry infrastruciura,

# Slent Protocol grants an application the framework that provides the users of sald application with the power to communicate with

other network operators, from thel metamask while maintaining complete ananymity
» Privacy is ensured by Economical Zero Knowledge Execution Erironmsant [EZEE).

« Slant Protocol employs a MPC protocol to craate tha siant comgliancs Wi,

+ The Slent Compliance Committes, a decentralized body governed by the Silent DAD, cooperates with regulators to maintn lawful

state upgraces and keep bad aclors away.

= The commuties everages Collectie Intalligence to ansure prvacy 1S maintained as the norm and bad actors are detamed.

« The Ethereum Mame Service [EMS) s a distributed, open, and extensible naming system basad on the Etheneum biockchain

» EMS's job is to map human-readable names like ‘alice.ath’ to machine-readable identifiers such as Ethereum addresses, ather
cryptocurmency addressas, content hashes, and meatadata.

» EMS also supports reverse resclution’ making it possible to assocate metadata such as canonical names of interface descriptions

with Etheraum addrasses.

Privacy
Approach

Chadn tachmology
basad on LK

Encryption

The data 15
processecd
autamatically by
a raural network,
niEer leanvirg the
Users device,

LK

Claims that KYC
data is deleted from
bt Hobamyn and
KYC Provider's
Serves

ZK

ZK

Sybil Res.,
Approach

SBT

Ceramic
DIDs

Biometrics
Bot Basher

SBT

Passport

Apparently
ZkKYC

Status

Live

Live

Live

Live

Live

Mot
launched
yet

Live




Name

Privacy
Pools

Zkpass

Dock

Gitcoin

Kinto

Ethos

Type

Compliance

identity

identity

identity

Compliance

Reputation

Website

hilps:!

P S S5 TLC 0y
503/ papers.cfm?
abetract_wl=4563

hlps. /| Zkpass.ora

hitps:fdockin

hitps:{
W ciitcoinucoy

hitps:fikinto. xyz!

hitps:/)
v ethos network

Twitter

hitps:fwitter.com)

ZkPacs

hitps:ftwitter.com/

gacknetwiork

hitps:fiwitter.com)

itcoin

hitps:/witter.comy

Kintaky 2

hitps: /. camy

aihos_network

Followers

11.9k
dowenloads
13 citations

234.2k

60.7k

207k

147.3k

10.3k

Docs

hitps.!

PEDErs SEMLEHY
sol3ipapers.cfm?
abetract_d=4583
J6d

hitps./
R pass. i ook K/
Zkpass)

hittps:!
dacs.apl.aock.if
she-dock-Carts-api

hitps:|

docs. passport.gitcol
n.caiBbuildirg=with
passport/

mnireduction

hittps:f
dacs Kinto ey 2/Kinto

Lhe-safa- diqenaral)

weltome-to-kKinto

hitps:/
whitepaparathos.ne
bwark

Github

https:ffathub.comy
ZkPassOmcial

hitps./fgithub.com/
docknetwork

hittps:/faithub.comy

] [}

hittps:/igithub.oomy
Kintosyz

Description

» Paper ernvisioning compliance proofs for mixer protocols.

» Limited to mixers [ransfering funds between accounts in untracable way)

+ Lisers prove compliance of withdrawals by proving that thelr funds orginate from a compliant pool of deposits.
= Privacy as in existng midng protocols (eg. ToemadoCash)

« More detais: hitps:/fdocs. google.comydocument/d 1 Ta7fFLEMImBHgyskFOZ I ZSaghxdxx SNS8zh00aY 4 /edil

+ They ssam to build the zkCertificate part of Galactica and offer the selective disclosure/condition proof, but instead of storing the
rkCartificate hash Inonchaln merkle trea and create a proof in relation to that the data are refrieved from a data source
[centralizad) and to prevent users forge a proof with false data they use MPC in proof creation and interaction with verifler (dApps).

« The whole process Interactive, Le i requires sevaral Steps companad 1o our one stap saluticn. 5o | think we ana clearly batter than
wihal they describe in the medium artiche so far,

» Dock.io offers a secure and scalable infrastructune using Subsirate-based blockohain technology, facilitating the creation of
Varlflable Credentials and Decentralized Identifiers (CHDs).

» The platforrn entances privacy through zero-knowladge proafs and supports passwordiess Web3 authantication for secune usar
nteractions.

+ |t ensures intercperabdity with WaC standards, allowing seamiess mtegration With olher systems and adberence 1o global digt
lentity standands.

» Dock.lo provides comprehensive tools for issuing, storing, and verifying credentials. maintaining data integrity and privacy.

¢ Integration featuras include an 1D wallet SDE, automated payment systems for verification, and compatibility with Etheraurm smart
contracts,

» Has a feature called Gitcoin Passport, but it linked to an Ethereum address and doasn't contain army identifying infarmation.
» Each Gitcoin Passpaort can be asskgned a score, which i the sum of stamps scores.

» Examples of stamps: connacting to Grmall, Twitter, Facebook, Github, verified name in ENS, contributad to Gitcoin grants, ..
» Stamps are verified by Gitcoin with 20 days validity.

+ Infos are stored In Ceramic network (3 ofehain decentrallzed databasa), user can also choose 1o post thase info to Etheraum ta
integrate with other dapp, But the state might not always be up 1o data.

» Oinly usars with passport score higher than 20 will have thelr contributions matched by Quadratic fundings.

+ L2 biockahain of Ethereum bullt on OF stack.

» Focus on safe and compliance to comiblma DaFi with TradFi,

« Compliance by reguiring KYC from wusers and chacking AWML against DRAC sanction Bst on every transaction
» Safe by requiring insurance for each smart contract.

» Mative account abstraction (web2 like, depending o KYC).

» more details: hitps)docs. google comydocument/d/1J5DI-XDPg? Sey bIveEdEWinFdlY 2CUVCKSte A adit

= Einos s a credibdity platlonrn that busds trust in the webd acosystem by generating credibdity scares through user contnbulions,
reviews, and vauching.

¢ Lzers earn and bulld reputation by reviewing others, backing trusted profiles with staked Ethereum, of penalizing bad actors.

« Reviews and vouching are key mechanisms that influence the credibility score, reflecting both financial backing and social
vabdatean.

» The platform integrates with existing web3 interfaces and dApps, ensuring a broad and adapiable application.

» Attestation links digital identities and walkets to Ethos profies, enhancing trust and reducing fraud.
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Certificates
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Contingent Transactions
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oSoc and Its Various Derivatives

DeSoc: Init's purest form, DeSoc itself allows for use cases such Definitions
as Social account recovery, Sybil resistant govemnace primitives,

DAOs are primitves, while Defi is skewed
toward hyperfinancialization as it is confined

to private transferable property. such as GF and (W, Souldrops as a way to more accurately fine Reputation Augmented DeFi Decentralised Society Decentralised Politics
tl.jl"le iﬂGE‘I’Iti‘JEE. Gatlactica Moebaork's societl primilhes enable comples Business models Tha rafiicns of Persisient ldentiby and WebS footpint fogaiber Persisient idenlities ane eraged o desion reputalion
such as urdiercolsteralioed Do, and offers an unprecedented kel of ek non-Irial sociebal instiblions o be modsied antinedy asgrrenbed, meit-drven gosemancs mechanismes
i corrpliance ewen when compansd 1o TradF instibutions and financial ssiemes cr-chasn
Pluralism & Plural Property
Pammissianing access to resourcas like hames or cars, wheana SET:S can manage
conditiornal and non-trarsfanble access rights,
Dain Cooperatives, where SHTa maenage dats access for resasanchans and handle
TRl A o et o e hecoske, Cypher States and Protocol Citizenship: a holistic
Market design innovations, such as Harberger taxation and self-assessed icenses toolki = H oo ial i T,
it for building permissionless social institutions
sokd at auction, with SBTs enatling more nuanced versions of these concepts, ) gpe ) _
Dermocratic: rechanism design, Bl quadsatic woling. whene SETS enalile Is setto |: 2COme a ke } piece Df the Infraﬂtm{':tl.lre Gf
cormnunity members 1o vole on paramelers such asincenthes and lax rates, political sovereignty in the cypher space.
eplaring e space behwean markets and poilics
When Beputation is used to assign weight to a F'a'll.:;u:'atun. whers SBTs ?‘ﬁb ritecpats ess L‘EI'[IE:!.'IIJ.EI|EEI'_‘|IFA'_1T-.'H..1IJ.':IJL-.'- (Eq., ﬁ
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i % i
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H
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e i DeSoc innovates in data privacy, offering adaptable, ights-based privacy ﬁ
Boooun A seftings that balance individual and cormmunity neseds.
DeSoc is the societal substrate that enables a The final wave
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i [ wawve
i ‘:“‘E’“ o : s emast DeSci, DePol and Reputation Augmented DeFi are all clusters i
| | r . ; ; . .
mportant ane being the Cypher State of applications leveraging the identity aspects that DeSoc ICA
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Reliable Identities generate data points as by-
products of their existence, both online and offline.
The totality of these data points forms one’s

Reputation space. This space is meaningless if the

identities are not reliable; if they are not Persistent.

These data points are used in risk management
and situations that require signalling of ment
broadly for:

Risk Mitigation Association

Redistribution

Cf-Chaan

On-chain

Diata polnts can be mported from varous sounces; Cross-cha

broacly taling indo the ollowng calegones

e bl

e ldentity and Persistent Reputation

Mapping off-chain, cross-chain, and importantly on-chain data
points into a privacy preserving persistent and unique identity will
open a variety of use cases:

Dpen
LY

These data points can be imporied onto Galactica
Metwork accounts (public addresses] generated by the
same real workd uniquely identifiable antity, such as:

Hurrans

in

In short, these data point
form the basis for
human heterogeneity -
the basic building blocks
of human-centric
institutions
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s on Ethereum

Powered by Galactica Governance Primitives
— Thelssues y
+ Hyper-financialized 2K disclosures on KYC data
Token cost as a workaround for Sybi YN s pn ke
resistance » Sybil resistance
: . * Maintaining privacy through ZK cryptography
o, Local Community DAO
Hard to build fair voting systems.
Alternative is centralization and S voling pricthe
DermiSSiDﬂed 2CCEess « Humans vote instead of tokens
; + Meritocratic voting weights based on reputation
_ Organizing local events * Maintaining privacy through ZK cryptography
+ No personal data to build and community projects
social use cases on-chain Resiitaio
Missing privacy means people don't Rewarding contribution « zkCerts forimportant roles and achievement badges

» Measuring participation and impact

use personal data on-chain

Wi Managing common funds
Data missing to prove regulatory

| Compliance
compliance.

* According to local regulation

* Checking inflows and outflows against sanction lists

+ No established system for Reputation

+ High transaction costs
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4+ Most popularlending such as AAVE,
Compound, Maker offer overcollaterized

loans due to the trustless and anonymous
nature of the underlying blockchains.

Bank

House

Galactica
Guardian

Tokenized Asset
Registry

Credit Score Registry

+ Lending protocols on Galactica can take
advantage of the zkKYC system to enable
lower collateralization ratio or even
undercollaterized loans.

Galactica zkKYC
registry

User 1
CR:120%

.+.

Borrowers would be able to access credit
through their reputation, thus providing
opportunities and lowering barriers for
well-trusted but still anonymous entities.

Lending DApp1

Onchain user score

Lending DApp 2

Onchain user score

Lending DApp 3

Onchain user score




Compliant Privacy Use Case

— The lssues

+ Scams, hacks, and other types of criminal activities have

proliferated and plagued the industry as it has expanded e - Tokenized
over the past few years. OXEAQST6. 142235F3 Series A (Gated
Liquidity Pool)

4+ $656M lost from crypto hacks, scams and rug pulls in H1
2023 (according to Web3 security firm Beosin).
+ In November 2022, the cryptocurrency exchange FTX
spiraled into bankruptcy, creating a wave of crypto crime.
lts users were subjected to a scam offering a refund, $415
million of crypto was stolen in a series of cyber attacks, |
and another $31 billion was wiped from the market | i, | O

+ Inthe first half of 2023, the Web3 domain witnessed
a total of 110 major rug pull events, involving
approximately $75.87 million.
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