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Galactica Networkis an

EVM smart contract
blockchain built on the

CosmosSDK.

It operates as independent layer1and

4 User

Accountsi,.2,..n

* Guardian

leverages zero-knowledge cryptography

based on SNARKS and circom.

zkCertificates

Non-transferable (a.k.a. soulbound)

NFTs issued by a Guardian

Verification hash of
personal data

Guardians

Onramp for personal data

Check user documents

For selectively proving statements
about contained data

Using ZK cryptography to keep
personal data private

Issue zkCertificates on-chain

Example: KYC verification

Web3 Footprint On-/Cross- Reputation dApp Smart

Chain Data Score Contract
Contingent transactions

ZK Certificate attesting ZK Proof Selective (Dynamic whitelists)

Off-Chain Data Disclosure

Reputation Root Contract

Smart contract interface for Customizable

Reputation calculation Reputation functions

system on-chain metrics
Contingent Transactions

Dynamic rejection/acceptance rules for smart
contract transactions including fund transfers



Guardians - a whitelist of notaries that Documents are submitted and
serve the purpose of onramping Real checked off-chain. Guardians then
World documents on-chain in a privacy Issue an on-chain verification hash.

preserving manner.

At the inception of the protocol, Guardians list is comprised of a curated set of
providers. As the protocol evolves, this function will get progressively more
decentralized.

4 User

Web3 Footprint On-/Cross- Reputation
Accountsi12,..n : dApp Smart
Chain Data Score Contract

Contingent transactions

ZK Certificate attesting ZK Proof Selective (Dynamic whitelists)

¥ Guardian Off-Chain Data Disclosure



GERTIHGATES

zkCertificates are non-transferable zkCertificates are issued by a provider,
(soulbound) NF Ts with arbitrary metadata that verifiable on the Galactica blockchain
come with an option of selective disclosure and under self custody of the user. They
through the use of zero-knowledge can have any real world documents as
cryptography. the underlying assets.

zkCertificates can be encoded with a range of information about the account they’re awarded
to, from one’s KYC record, property record, university diploma, etc. ZKPs enable proving
arbitrary theses about the data stored without revealing it.

Web3 Footprint On-/Cross- Reputation
Chain Data Score
ZK Certificate attesting ZK Proof Selective

Off-Chain Data Disclosure
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ROOT
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RRC is a protocol-level primitive that enables using on-chain data points (including data
imported through Guardians as well as on-chain transaction history) to generate scores
for user defined Reputation functions.

It can use both, on,and off-chain sources as inputs. It uses on-chain data as input
including transaction history and real-world data onboarded through Guardians.
Together, this system allows fusing on-/cross- and off-chain data points to create a
Reputation according to a user defined function.

In summary, RRC allows for evaluating web3 footprint of an account and augmenting it
with data sources originating off-chain. An important property of RRC is that dApps can
force generating ZKPs about the full set of accounts users control - not a subset (using

zkKYC as anid).

Web3 Footprint On-/Cross- Reputation
Chain Data Score



GONTINGENT IRANSAGTIONS

The output of RRC is then used by dApps to fine tune the
experience forthe user. (Lower collateral rates for compliant
iIndividuals, for example). The technological primitive that is
used for this are so called Contingent Transactions.

Contingent Transactions enable apps building on
Galactica to create dynamic whitelisting rules where
the outcome of a transaction depends on the real
time Reputation Score of the user.

Contingent Transactions enable:

Meritocratic Interactions (where the app fine-tunes the experience
it offers depending on the Reputation Score of the user).

Compliant Interactions (where the app fine-tunes the compliance
profile of users/liquidity that are allowed into the app) and in
general enable dApps to benefit from the heterogeneous nature
of accounts on Galactica Network.

dApp Smart
Contract

Contingent transactions
(Dynamic whitelists)
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GAIEGORIES OF USE GASE LEVERAGING HETEROGENEOUS AGGOUNTS

Compliant Privacy I

In brief

Privacy preserving on-chain compliance. Libertarian interpretation
of fusing TradFi regulatory complex and web3 stack and ethos.

Use cases
1. Platform for DeFi around security tokens:

X Realworld physical X Financial assets, such
assets, such asreal as bonds, stocks,
estate, cars, etc. derivative contracts, etc.

X Various hybrids,
such as compliant
IDOs and liquid PE.

2. Fusing web3 settlement efficiency and
composability and TradFi asset diversity;

3. Automated compliance proofs for
a streamlined banking system;

4. Corporate forward financing; 5. Weak form Sybil resistance.

©® Homogeneous
account web3

DeSoc and it's various I1
derivatives

In brief

Social substrate infused into protocol governance, DAOs and DeFi. Betterand
more diverse on-chain institutions.

use Cases

1. Social account recovery and other 4. Souldrops and incentive allignment;

social AA primitives; 5. Post DAOs (DePol) [DeSoc + DAOS];

2. On-chai )
On-chain creator economy; 6. Reputation augmented DeFi

Sybil resistant governance [DeSoc + DeFi];

primitives (QV/QF); /. Cypher States and Protocol Citizenship

zkCerti

15

Global immutable identity and
persistent reputation

In brief

Carrying your full digital self as you traverse the cyber space.
Enabling account heterogeneity.

Use cases

1. Undercollateralized lending and 5. Pluralistic network goods;

Increased capital fficiency; 6. Off-chain persistent reputation;

2. Real time dynamic collateral systems; 7. Efficient social matching

3. Meritocratic primitives; mechanisms.

4. Hyper alignment of incentives;

@ Heterogeneous
account web3

111



1 Web3 operates (evolves) alongside a trinity of
regulatory regimes including:

3

GOMPLIANT PRIVAGY

For this reason, the majority of the user issued instruments existing in the permissionless web3 is limited to the so-called utility tokens,
those that require no regulation other than (in some cases) privacy eroding invasive AML.

The Securities The Securities
Actof1933 Exchange Act of 1934 Thisi I h DAO dDeFid )
- Mal Act of1938 . a . .
The Securities aloney Acto 3. Isis also why and DeFi do not mix 3.b " Thisis also why the ZK revolution has gone unnoticed
Exchange Act of 1934 with the attention of regulators
. The Sherman Act of 1890
Investment Advisers
Actof 1940 DO we rea"y need The revolution of zk-enabled
SRR A Market * OtherAllegations Web2/CeFi? primitives has gone largely unnoticed.
Regulations SENQLS * Market Manipulation
Investment Company Regulations The Federal Trade Commission
Act of 1940 Act of 1914 Unregistered.O.ffering to S\{vapsto Non-EIigibIe
Contract Participants Outside a National
RFIA Securities Exchange
Promotion of Securities without Disclosin
Commodity Exchange Robl Pt Actof 1936 Compensation ’ n
Actof1336 (CEA) AML/ CTF RU]'eS and opnsonTeiman o Failure to Register as aBroker or as an Exchange ——
Regulations
Unregistered Securities Offering
Securities Investor Protection Dodd-Frank Act 2010 Fraud in the Offer or Sale Securities is a sufficient UX is asuperior are the ultimate
Actof 1970 (SIPA) substitute for GeFi substitute for CeFi stack for interactive S benchmane ot N2 conetainte
competitors, compliance, data privacy
The USA Financial Crimes Enforcement ::::mn ::m :?M: .
PATRIOT Act The Bank Secrecy Network (FInCEN) guidance B fuoe ) e ’ oo
Act(BSA) 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 1FrorJn Jag EEEEEEE o sreee *
to un , Vo Ldl T OUIVD UL PIHTIVALV Y, LUTTIVIHAETILOC AdIT M UA T U IC VDUV opave. ok (2022) 9 sec e
2023
' The Digital Commodities Consumer 2 The Digital Commmodity Exchange 3The Lummis-Gillibrand Responsible Financial
Protection Act of 2022 Actof2022 Innovation Act (RFIA).
2 Most of the regulations in one way or another 4 When solved for, using zkKYC or other such primitives, 5 No other arrangement can satisfy both, the privacy requirement of public
are limited to particular subset of subjects: the ability to identify actual users subjects to regulation blockchains and compliance needs of regulators. Thus, there is no other way
EU, US, etc. will enable new assets and new markets to flourish on- to fuse web3 and TradFi.
chain, taking us as an industry out or a perpetual state of
N ‘—‘ —— $9.95 trillion
H H H H H | Infrastructure lications whd o
innovation for its own sake and into the domain of [ Dl | tosren GRS
" " !E B Venue Network Type KYC/AML Vi':i?:rz(Jﬁl- Acutive
genuine use cases and applied value. e - Sopza | Loans
Cou ntry Centrifuge Ethereum Private Credit Yes 33,823 $244m $8
: ) ) ) ! Ondo Finance Ethereum, Polygon Treasuries Yes 30,070 $188M
Primary Markets Secondary Markets ; ) Creaths Somton Creative Constuton $6
] v Fé’ad"‘-‘j“cvs'v‘"“’f:d'gm Tunig Wiespread ppplcaion iew Maple Ethereum,Solana  Private Credit Yes 146 $120M
: Bubble Creation Recomessiy Production Capital Leads Matrixdock Ethereum Treasuries Yes <5,000 $8IM s
Physical Assets Vehicles sales, houses sales Vehicles resales, houses sales ] Crash
Cou ntry y : B Backed Finance Ethereum Treasuries Yes <5,000 $47Mm
Wisdonilree Pime  Stellar Treasuries Yes <5000 $1IM $2
Financial Assets IPOs, Private Equity, VC ETFs, Stocks, Bonds,
CommOd itieS EXChangeS OpenEden Ethereum Treasuries Yes 6,182 $11M
Securitize Ethereum, Polygon, - Private Credit, Yes 37398 $35M* % Bull

Avalanche Private Equity




DESOG AND ITS VARIOUS DERIVATIVES

4.1 DeSoc:Init's purest form, DeSoc itself allows for use cases such 4.0 Definitions
as Social account recovery, Sybil resistant governance primitives,
such as QF and QV, Souldrops as a way to more accurately fine
tune incentives.

1 DAOs are primitves, while Defi is skewed
toward hyperfinancialization as it is confined

to private transferable property. Decentralised Politics

Reputation Augmented DeFi Decentralised Society

Persistent identities are leveraged to design reputation
augmented, merit-driven governance mechanisms.

Galactica Network's societal primitives enable complex business models
such as undercollateralized DeFi,and offers an unprecedented level of
compliance even when compared to TradFi institutions and financial systems

The notions of Persistent Identity and Web3 footprint together
enable non-trivial societal institutions to be modeled entirely
on-chain

Pluralism & Plural Property

Permissioning access to resources like homes or cars, where SBTs can manage
conditional and non-transferable access rights.

Data Cooperatives, where SBTs manage data access for researchers and handle

members'rights and economic benefits from research discoveries. 4.3 Cyph er States an d PI'OtOCOl Cltlzenshlp a h O|I Stl C

Market design innovations, such as Harberger taxation and self-assessed licenses . PRT . . s . .

sold at auction, with SBTs enabling more nuanced versions of these concepits. tOOI klt fOF bUIld I ng permISSIOn IeSS SOCIal InStItUtlonS
is set to become a key piece of the infrastructure of

political sovereignty in the cypher space.

0 Democratic mechanism design, like quadratic voting, where SBTs enable
community members to vote on parameters such as incentives and tax rates,
exploring the space between markets and politics.

Participation, where SBTs help integrate less contextualized individuals (e.g.,

2 When RGDUTation isusedto aSSign Weight toa immigrants, adolescents) into broader networks, offering them voting rights and

human in redistributive process  meritocratic influence C ITI ZENSHIP
dimensions.All such dimensions  DeSoc.
Plural Nel"twork GOOdS UNIVERSAL BASIC INCOME
Inflation Distribution
DeSoc improves prediction markets with team-based voting, making predictions Crante Validators Covernance
more equitable and less biased.
Join the Academy of Sciences
DeSoc enhances Al by respecting data origins and creators' rights, resulting
in more balanced, context-aware Al models.
Homogeneous © Heterogeneous DeSoc innovates in data privacy, offering adaptable, rights-based privacy

settings that balance individual and community needs.

accountweb3

5 DeSocisthe societal substrate that enables a The final wave

new dimension of web3 use cases, the most

. . 4.» DeSci, DePol and Reputation Augmented DeFi are all clusters 4th wave
important one being the Cypher State of applications leveraging the identity aspects that DeSoc ICA .
ypes:
The state of the artin web3 is hyper-financialization across the enables. I + I + I + IV
3rd wave Types: L+ I+ IL ' ' ' '

spectrum of DeFi institutions and primitive governance frameworks
that more often than not boil down to variations of 1TT1V or reliance
on web?2 for Sybil resistance.

Identity is the substrate from which the institute of reputation can emerge.
Persistent reputation, in turn, is key for finance, academic endeavours and politics. ond wave

\ \ . . . Types: L + I + 1L
DeSoc is the human dimension a.k.a. societal substrate infused P

into existing web3 financial and governance primitives. It is on the

Reputation-based governance

Token-based governance

i nte I'SGCtIOI’\ S of DeFl, D AO’ and DeSOC Wh ere th e next wave Of Voting power I;;det:; value of contributions: Has the aim of creating a meritocratic Tied to token ownership: Potentially leads to a plutocratic system 1 S t wave Types: I + H
economic, financial and political innovation will emerge.
Access/ entry Anyone wh ibutes non-monetary value: Where valueis Those who own tokens: Potentially limiting access to those with
measureq bngm ideas, gtc.; latecomers may be at a disadvantage low capital; latecomers are not necessarily disadvantaged
As has been said better elsewhere, . . .native web3 social identity, CE T 2 Types: L
Wlth I’ICh SOClaI com pOS&bl | |ty, Ccou |d YIeld g reat prog resson Incentive alignment : Hypothetically can Incentivizes increasing value of tokens: May or may not align with
broader |ong_3tand|ng prob|em3 |n WebS around Wea|th eencourage people to actin the best interest of the community long-term community goals
conce ntration and vu | nerabi I ity Of govern ance tO ﬁ n anci al aﬁac ks’ Liquidity / speculation Nor;h[a&r:blg: Prevents market-based selling of reputation and Transferable: Creates potential temptations to exit
market- exi
while spurring a Cambrian explosion of innovative political,
. N . . ,, . . . . Longevity Long-term: Reputation is built over time Variable: Governance tokens can be quickly acquired and
economic, and social applications.” [Decentralized society: Finding liuidated
We b3|s SOUI - Weyll Oh I have r’ BUte rl n 2022] Scalability Hard: Measuring the value of contributions can be complex, time- Easy: Tokens can be easily transferred and divided
cconsuming, and context-specific
Sybil resistance More resilient: Reputation may be tied to unique personhood, although Vulnerable: Token acquisition can be botted, as has been widely

Privacy

there are concerns about selling proof of personhood

Less private: Potential privacy concerns when verifying identity

observed in airdrop farming

More private: Pseudonymous token ownership preserves privacy



GLOBAL IMMUTABLE IDENTITY AND PERSISTENT REPUTATION

DAT

REVIEWS

institutions

18

Reputation

Libertarian

. . . Communities based on voter po Sybil resistance vs. permissionl Privacy vs. system compl . . . . .
1 Reliable Identities generate data points as by- 4  Mapping off-chain, cross-chain,and importantly on-chain data
products of their existence, both online and offline. L ARGE OpEN . points into a privacy preserving persistent and unique identity will
The totality of these data points forms one’s et 0 hd o 0 o 0 open avariety of use cases:
Reputation space. This space is meaningless if the - . o - S
identities are not reliable; If they are not Persistent. Block: " I = Undercollateralized lending v - Pluralistic network
QuacaticFu and increased capital goods;
Rou .
o efficiency;
Gated ) : ’ : :
e e S ; vi . Off-chain persistent
. . . LOW HIGH LOW HIGH \ . .
2 These data points are used in risk management proto 11~ Realtime dynamic collateral reputation;
and situations that require signalling of merit Commr o writls e systems; o , ,
Sociz_}l_acc’ VII EﬁlClent SOCI8.| matChlng
broadly for: veric : L :
_ Copona Whitelsti = S IIT. Meritocratic primitives; mechanisms.
oard | verific
Risk Mitigation Association _ , _
IV [l
Redistibution AL LosED Low Hyper allignment of incentives;
11 These data points can be imported onto Galactica
off-chain ; The cost of Sybil Attack grows
Network Iaccollénts.(publllc.:dadi:?sts)les) g?nerate: b¥ the 111 Zero knowledge proofs can be thereafter used in real due to requirements to have
same real world uniquely identifiable entity, such as: time to prove statements about the data points ZKKYC. It's the bootstrap phase.
Source 1 Humans Legal entities Al entities imported for various use-cases, such as:
Sybil Resistance further grows
ACC 1 . - S, asindividuals trust the platform
on-chain Off-chain (such as surfing and import off/cross chain data
Use Case 1 the talent networks) JKYC points and generate on-chain
£f-chai Sl reputation as a result of activities.
Source 3 ACC 2 Oli-chain On-chain (an undercollateralized OtherzkCerts
DeFiloan from an app building So ZNC Reputation SBTs The true Svbil Resist
. erzkCe € true Sybil hesistance
cross-chain Use Case 2 on Galactica Network) zkKYC o .kC - Citizenship activities famefges aIc_;pgside self-.aware
SS 3 . Reputation SBTs intelligent citizenry who involve
Off-chain (such as one's Twitter -chai Cross-chain (same type ofloan themselves with the governance
account and related data); ZKP ,L@ oHmcHatn in another blockchain framework of the protocol.
Source 2 ’ ecosystem) t, t, t,
On-chain (deduced from one's tx
history on Galactica Network); Use Case 3
1  Data points can be imported from various sources, Cross-chain (deduced from one's tx cross-chain
broadly falling into the following categories: history on other blockchains).
Oﬁ-Chaln On-ChaI n Rules by which political process design translates human inputs
. o into political and economic outcomes - it's redistributive function -
3 In Short’ these data p0| nt Authoritarian can span from purely socialistic, the one where excellence is taxed,
H ) s to that of hyper capitalism, where there are increasing returns to
form the basis for o fical Outco™
h het - Mapping real LATV . N\eﬁ"g@% N Pote? one's excellence.

HISTORY uman he erogenelty B world identities Y g % g © gﬂ?ﬂﬁ:ﬁs ?:2':12;2:5 Lot _— Assuming a human centric political process design, we can map a
the basic building blocks into some Voting g 33 Interactions r;;izrl};ilgzzgn ?:gjt;eup;t:(tﬂﬁ;t% Z;g; voting power (or any other
of human-centric Power functions 111. Hybrids Eoonop ’

Mic Outcomeg It's linear domain would correspond to the notion of meritocracy;,

the superlinear - to that of hyper capitalism where the winner takes
it all, while the sublinear domain would be that of socialism where
there are decreasing returns to excellence.



The Issues

Hyper-financialized
Token cost as a workaround for Sybil
resistance.
Hard to build fair voting systems.

Alternative Is centralization and
permissioned access.

No personal data to build
social use cases on-chain

Missing privacy means people don't
use personal data on-chain

Data missing to prove regulatory
compliance.

No established system for Reputation

High transaction costs

DAOS ON ETHEREUM

Powered by Galactica Governance Primitives

Local Community DAO

For Lisbon residents

Organizing local events
and community projects

Rewarding contribution

Managing common funds

ZK disclosures on KYC data

Proving to reside on Lisbon
Sybil resistance
Maintaining privacy through ZK cryptography

Voting primitives

Humans vote instead of tokens
Meritocratic voting weights based on reputation
Maintaining privacy through ZK cryptography

Reputation

zkCerts forimportant roles and achievement badges

Measuring participation and impact

Compliance

According to local regulation
Checking inflows and outflows against sanction lists



UNDERGOLLATERALIZED LOANS

The Issues

¥ Most popularlending protocols suchasAAVE, » Lending protocols on Galactica cantake ¥ Borrowers would be able to access credit
Compound, Maker offer overcollaterized advantage of the zkKYC system to enable through their reputation, thus providing
loans due 1o the trustless and anonymous lower collateralization ratio or even opportunities and lowering barriers for well-
nature of the underlying blockchains. undercollaterized loans. trusted but still anonymous entities.

| registry
Onchain user score
House
User 1
CR:120%
___________________ LLending DApp 2
Galactica | |
Guardian | mmmmmm o :
| ' (lser 2 ' Onchain user score
CR:90%
Tokenized Asset e i E g e TG e : R
Registry User 3 I ending DApp
CR:60%

e o l | nchain user score
Credit Score Registry O inusers



GOMPLIANT PRIVAGY USE GASE

The Issues

Scams, hacks, and other types of criminal
activities have proliferated and plagued the
iIndustry as it has expanded over the past few
years.

$656M lost from crypto hacks, scams and rug
pulls in H1 2023 (according to Web3 security firm
Beosin).

In November 2022, the cryptocurrency exchange
FTX spiraled into bankruptcy, creating a wave of
crypto crime. lts users were subjected to a scam
offering a refund, $415 million of crypto was stolen
in a series of cyber attacks, and another $31 billion
was wiped from the market.

In the first half of 2023, the Web3 domain
withessed a total of 110 major rug pull events,
involving approximately $75.87 million.

Sanctioned country check

Restricted country check

Tagged as suspicious address
check

Regulated institution funds
check

Accredited Investor check

AML check

Other check necessary forthe
participation in this Series A

Sanctioned country check

Restricted country check

Tagged as suspicious address
check

Regulated institution funds
check

Accredited Investor check

AML check

Other check necessary forthe
participation in this Series A

Sanctioned country check

Restricted country check

Tagged as suspicious address
check

Regulated institution funds
check

Accredited Investor check

AML check

Other check necessary forthe
participation in this Series A
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__________________________________________
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Anonymization

Process

Address is correctly
tagged as suspcious

Tokenized
Series A (Gated
Liquidity Pool)

Deposit
Successful



GYPHER STATES & PROTOGOL GITIZENSHIP

The lssues

¥ Insufficient Sybil resistancefor » Limited 1-token,1- »  Norobust compliance ¥ Lackofconsequences X Lowlevel of
on-chain social interactions vote governance IN pseudonymous to action incentivizing participation in
(no identity or reputation). paradigm. networks. fraud. governance.
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Subscribe to our socials to

THANK YOU FOR
YOUR AITENTION!

stay tuned and do check out
the research section on

website







—d

3

P

| -

|
|
|
|

The user's
address is
hidden in the
commitment
hash to prevent
KYC providers
associating
documents to
the new Citizen
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Mints zkKYC '
SBT E

ZKKYC
Merkle
tree

ZKkKYC Registry
Smart Contract

request

I e e e T T

7 Sends KYC

Check on-chain
consistency

i ~ Submit proofs
' for verification:

Requests

- commitment hash

Creates secure hash of

holding address for KYC

Compliant
dApp

| Access dApp
service

v

ZKP Validation

Checks on-chain state
Zk proof generator

Service dApp Smart Contract

Save
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SBTs

dApp logic
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Network
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Metamask
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User/ Holder

\ %4

N

Fraud investigation

Verifier (dApp)

N
J

Check that registration
succeeded

N

Fraud investigation

WV

Disclosing private detalls

Creating zk Verification with zkProof
of zkDoc ownership and condition
proof for service requirements

Issuing zkCertificate

zkKYC Registry

Merkle root of zkKYC entries

Revocation list

Specific to type of zkDoc

WV

consortium

Decypt fraud investigation
data in zk Verification SBT

Verifier dApp SC

zk Verification SBT
zk Proof validato

dApp Ibgic



$GNET held

SBTU SBTiz SBTig *kE

$GNET held

SBT i:1y1 SBT(i+1)2 SBT(i41y3 ***

$GNET held

SBT(1:2)1 SBT(i12)2 SBT(i42)3 ***

verify the memebership proof

HREPUTATION ROOT CONTRAGT

Accounts set \f
* * %
-
F,
Account 1 N
;
-
Fi+1
Account i+1 "

Account 1+2

F, i | Feov
iy Foaon
F,
i+2 Foaor
CRn e e Rk

f = f ($GNET held, SBTs,
other on-chain data)

* Reputation function i = F'i

s

1::DAO 1

DAO set
-
Galactica
Governance
J
SN
DAO 1
J
2N
DAO 2
)

VP = FGOV ($GNET
B )

VP = F,,,, ($GNET
Beld ., ,)

VP = F,,,, ($GNET
held, f,,.,)



o mm o mm mm o mm mm mE e mm mm mm o mm mm mr mm mm Em mm o Em M Em Em M M m mm e e M Mm S Em M mm M mm M mm mm M e M Em mm mm mE e mm mm mm mm mm e

GONTINGENT TRANSAGTIONS

o m  mm mmm wm mem e e s mem e mm mm me e e m mm e

4 )
Method 1 Call Send GNET/tokens/nfts Soul
50 reputation < A i 200 reputation
required requirement set
& 5
(- I )
SfELEE 2 Call Soul Send GNET/tokens/nfts 2l
Smartcontract | .5 reputation | < - ? | No requirements for
required reputation =100 incoming TXs
\_ | i/
(i : )
Method 3 Call | Soul
400 reputation 50 reputation
required Failed Send GNET/tokens/nfts requirement set
\& J

o mm mm mm wm mm mm mm mm m o e mm e e mm mm e



Persistent
|[dentities

Resistance

Substrate Footprint

Tech stack enables
*  fundamental concepts

Primitives enabling abstractions
- of real-world institutions S

V4
¢

Societal, political and
economic dimensions
o of Citizenship *«

¢ : @
¥ ¢
) ‘
, Reputation

Augmented DeFi

Meritocratic
CITIZENSHIP « - -» CYPHER -

*  Protocol

STATE : Governance

Universal
Basic Income

+ A & O

J

N\=
=
gy

N 9
\

zk Certificates

GALAGTICA GONGEPT FRAMEWORK

&

Contingent
Transactions

&
Reputation

Root Contract
&
Guardians




TOKENOMIGS

Total Supply:
1,000,000,000 GNET

% of Total Supply in $GNET Unlock at TGE in $§GNET Cliff (months) Vesting (years)
Funding Round I 5.00% 50,000,000 7.50% 3,750,000 3 2
Funding Round II 10.00% 100,000,000 7.50% 7,500,000 3 %
Reserve 11.40% 114,000,000 20.00% 22,800,000 0 1
Foundation 20.00% 200,000,000 30.00% 60,000,000 1 2
Founding Team 10.00% 100,000,000 0.00% 0 4 4
Node Sale 13.60% 136,000,000 5.00% 6,800,000 3 2
Merit-Based Airdrop 6.00% 60,000,000 0.00% 0 2
Inflation: Validation Rewards 11.08% 110,769,231 0.00% 0 36
Inflation: Guardians 4.15% 41,538,462 0.00% 0 36
Inflation: AoS 8.77% 87,692,308 0.00% 0 36
Total 100% 1,000,000,000 10.09% 100,850,000

Rewards for Node Holders
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WEB3 REGULATION AND RWA TOKENIZATION

IN 2023, the cryptocurrency market faced significant regulatory developments in both the United States and Europe.

IN the United States, the Securities and Exchange Commission (SEC) filed lawsuits against two major cryptocurrency exchanges,
Coinbase and Binance

These lawsuits represent a significant escalation in the SEC's efforts to assert its jurisdiction over the cryptocurrency industry, which has
largely operated outside of traditional regulation. If successful, these lawsuits could potentially transform the cryptocurrency market,
marking a shift towards more significant regulatory oversignt.

INn Europe, the European Council approved the Regulation on Markets in Crypto-Assets (MICA) in May 2023, marking a substantial
change to the EU regulatory landscape. MiCA, which is the EU's first legal framework for crypto, aims to create a harmonized regime for
the issuance and provision of services related to crypto-assets

The regulatory developments in the US and Europe will have significant impact on the tokenization industry. Though Europe was
exploring the tokenization even before the approval of MICA -, such regulatory developments could speed up the process of crypto
adoption.


https://www.reuters.com/legal/us-sec-sues-coinbase-over-failure-register-2023-06-06/
https://insightplus.bakermckenzie.com/bm/investigations-compliance-ethics/european-union-eu-mica-final-approval-europe-adopts-comprehensive-crypto-legal-framework
https://www.dlnews.com/articles/regulation/mini-mica-esma-crypto-eu-regulator-blockchain-european-commission-mica/

RAPID ADVANGES IN Al AND DEVELOPIVIENT OF ZKML

. Al Advancements: Significant progress has been made in Al, with increasing capabilities of LLMs like GPT-4, LaMDA, LLaMA, etc. This
advancement has broadened Al's application across various industries. More companies are looking into the ways of integrating Al
INto thelir products.

. Zero-Knowledge Machine Learning: Zero-Knowledge Machine Leaming (ZKML) is an emerging area within Al that allows data to be
processed without revealing sensitive information. It's a part of privacy-preserving machine learning technigues and it's attracting
iINncreasing attention due to the growing concern for data privacy .

. Why ZKML is important: ZKML protects the privacy of data during machine learning processes. It can e utilized in areas where
sensitive data is involved, such as healthcare, finance, and personal services, ensuring that privacy is maintained while still benefitting
from Al's capabllities.

. Recent Developments: VVarious research and advancements are being made in the field of ZKML, including the development of new
algorithms and technigues .


https://worldcoin.org/blog/engineering/intro-to-zkml
https://a16zcrypto.com/posts/article/checks-and-balances-machine-learning-and-zero-knowledge-proofs/

INFOGUS: ZKP-ENABLED SGALABILITY IMPROVEMENTS

As blockchains have attracted millions of users, and the
complexity of applications they host continues to grow more
advanced, two key demands around privacy and scalability
have emerged.

With the development of zkSNARK protocol in 2014 ZKPs
gained significant attention in the crypto space. zZkSNARKS
essentially made it possible to efficiently scale the number of
polynomials that can be gated, unlocking speed and more
complex potential applications for zero-knowledge proofs .

Here are some of the possible use cases of /KPS ' :

1. Privacy-Preserving Transactions
2. Decentralized Identity Management
3. \Voting Systems


https://a16zcrypto.com/posts/article/decentralized-speed-advances-in-zero-knowledge-proofs/
https://medium.com/@chaininc/chain-insights-how-zero-knowledge-proofs-can-enhance-blockchains-privacy-and-scalability-8b72dad4f230

Opportunities

Reduced friction and transaction cost for
creation, distribution, trading and settlement of
financial assets.

Increased standartization and functional
interoperability, allowing reuse and recomposition
of financial primitives.

Increased auditability and transparency of
transactions through blockchain-based records.

Improved accountability for decisions through
software-based governance systems.

Greater stakeholder control through
non-custodial, disintermediated service provision.

Improved market access by providing global,
24/7 availability of services and removing barriers
such as a bank account requirements.

Faster settlement, reducing counterparty risks
and freeing up capital.

Greater inclusivity of financial services by
making automated tools available to all, with
transparent and non-discriminatory execution.

Permissionless innovation, allowing the
creation of novel products and services.

Challenges

Scalability, throughput, and transaction fees for
blockchain settlement platforms are significant
limiting factors. Energy usage raises concerns
about contributing to climate change.

Limited interoperability accross blockchains and
with traditional financial services.

Privacy considerations may be in tension with
transaction transparency.

Immature governance as high-stakes decisions
are made by small, inexperienced teams. Lack of
accountability when developers are anonymous.

Hidden centralization of control and low
thresholds for governance rights may give certain
actors disproportionate power.

Regulatory questions and enforcement
challenges in applying national legal
requirements to decentralized global networks.

Immature technology is being used to manage
high-value assets. Poor design choices and
implementations have led to significant losses.

Extreme short-term returns during DeFi's early
growth stage attract unscrupulous actors and
warp user expectations. Limited usability impedes
large-scale adoption.

Potential for facilitation of financial crime
such as money laundering.

Nature

Tech (ZK)

Reg/Tech (ZK)

Reg/Tech (ZK)

Reg/Sybil (ZK)

Reg/Sybil (ZK)

Reg

Tech

Reg/Tech

Reg/Tech

Remedy

Roll-ups, app-chains and on-chain settlement of
off-chain computations through ZKPs.

Interoperability with TradFi requires regulatory
clarity on the side of watchdogs and Reglech
stack sufficiently rich to addressiit.

Zero-knowledge proofs will play a pivotal role in
addressing compliance in public networks.

On-chain reputation through Sybil Resistant
protocols and robust regulation through identity
centric solutions

Sybil resistance networks lend themselves to
much more sophisticated political primitives than
traditional DAOs

Adeveloped Reglech stack would offer a
meaningful solution, allowing the industry to
respond swiftly to the emerging regulatory
landscape.

Arobust reputation system for developers is
essential to promote accountability, trust, and
high-quality work in decentralized technologies.

To create something valuable, prioritize the user
and ensure consumer protection. Design intuitive
UX/UlI for user-friendliness and adoption.

In order to promote effective regulatory
compliance, Web3 requires both regulatory
clarity and a Reglech stack.

Comment

Thoughitis clearly outside of scope of this report, it's nice to see how all remedies
will boil down to clever applications of ZKPs.

Cross-chain messaging and other technological aspects of interoperability are
out of scope, but interoperability with traditional finance and real-world assets
depends on developing a robust Reglech stack.

The opaque nature of traditional finance led to corporate scandals such as Enron
and Lehman Brothers. Web3's transparency can prevent these issues in future,
but to fully realize its potential, the segment needs appropriate regulation.

Lack of accountability is perhaps the single greatest adverse factor limiting the
adoption of weba. It has turned it from a vehicle for financial liberation into a
glorified casino. On-chain reputation will solve the current lack of merit-based
incentives in the web3 stack.

"If Web3 eschews persistent identities, their patterns of trust and cooperation, and
their composable rights and permissions, we see, respectively, sybil attacks,
collusion, and a limited economic realm of wholly transferable private property—
all of which trends towards hyper-financialization."

From the standpoint of securities regulation, digital assets do not have a
standardized form or definition. Therefore, they can take any shape, structure, or
form. This can make it challenging for regulators to classify and regulate them
appropriately, and eventually leads to regulatory adoption with different speed
across different jurisdictions.

As Web3 matures, it has become clear that the stack would benefit from a
reputation framework. This is due to the unique nature of digital assets, and the
specificities that underlie decentralized ecosystems.

In many ways, the web3 industry today resembles a glorified casino; a parody of
its own ideals. This has resulted in a paradoxical situation where the industry has
burned more of its supposed "next billion users" than it has elevated from poverty.
Without effective regulation, the industry risks losing its potential to bring about
positive change in the world.

The Web3 ecosystem enables permissionless innovation, but has also led to
the proliferation of financial crimes. Regulatory clarity and the development
of arobust Reglech stack are crucial in the fight to combat opportunistic bad
actors motivated by greed.





